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CONTINGENCY SUPPORT PLAN

ANNEX H (BRS COMMUNICATIONS & INFORMATION MANAGEMENT) to
LOGCAP CONTINGENCY SUPPORT PLAN

REFERENCES. See ANNEX N. Appendix 4.,

TIME ZONE USED THROUGHOUT THE PLAN. Iraq.

TASK ORGANIZATION. See ANNEX AL

1. SITUATION. SeeBaze PLAN.

2. MISSION. See Base PLAN.

3. EXECUTION. See Base PLAN,

d.

scheme of Signal Support Operations.

1)

General. BES will extablizh comimmuucations witlin the Iraq area of operations ( AOR) and
commectivity to the BRS LOGCAP Ottice m Houston, Texaz, BRS will expand the
comimic ationg network to include imtertace with U.S. military commumnications systems as
svtems become operable.

2) Advance Team and Assesment Team Communication. The Advance Party will deplov

3)

with sufficient commmumication equipiment to establish a basic svstem and expand the svstemn
Az necessary. AR azzeszment teams and the base camps ares establizhed. internal
commimiications will be via telephone and handheld radios.

a) BRS will deplov sutticient zatelhte termmnalz and zatellite phones to provide hinks between
the Advance Paity, the Azzeszment Teams and the Hongton Office. Key members of the
Advance Party will deploy with laptop computers programimed for remote dial 1 data
capability via a Nera M4 INMARSAT terminal. Iridnum Satellite phione will be nzed tor
volce comimnication to external sites,

Iy Advance team will deplov with one 130 watt HF. SSE bage radio tor communicating
between azzezzment teams. One VHFE 110 repeater, one VHF mobile per base camp
veliucle and one 5 watt VHF handheld per advance team member for base camp area
comimumications will be ntilized. Repeater antenna will be monnted on highest point in
area tor best poszible comimummnication pattern, if need be antenna masts and mmltiple
repeaters will be 1nstalled.

€) Assezzment teamns will deploy with one 1530 watt HF. SSBE mobile 111 one vehicle per team
tor long range comimmucation back to baze camps. Each vechile in all teams will have
one 45 watt VHF mobile and each perzon m the team will have one 5 watt VHF handheld
tor on acessment site comimumnication needs.

Concept of Communication. The preterred commmmucation approach 1z to wse the
Hallibuiton Satellite Comimuncations Package tor communication trom Itag to BRS ottfices
m Honzton, Texaz, and Arlington, Virgina, and exizting commmercial comimmucation means
to the maxummn extent posxible for cammmications in Host Nation. BRS will aszess the
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Host Nation capabilities and work to obtaim comimercial comimuiication services without
creating a hardzlip for the Host Nation,

a) Initial commumications will be extablizshed trom Iraq to CONUS using satellite
commmumuucations (hMotorola Iridimmn mnitz). Connectivity within and aronnd the bagze
camp will be via repeater, High Frequency (HF) radio or zatellite phone. Internal
comimuucationg within the camps will be by pottable (handheld) tranzceivers operating
m the Very High Frequency (VHE). Once extablizhed at the event site, BRS will call
torward, the Hallibmton Satellite Commmmication Package, see Appendix 1 to this
Annex.

) When avatlable, BRS will request uze of U.S. Govenumnent provided comimmnications
tacilitiez (1.e. DSN phone liesz, NIPE, SIPR L ANg) for commmmucation between BRES
support elements,

¢y The BRES Project Manager or Conmunmucations Supervigor will coordinate with the
EVENT Force Statt'to obtain a listing of planned GFE and GFM available (if any) for
uze diming the EVENT and determne if additional equupment 1z required i order to
accomplizh the mszon. Requests tor additional equipment will be forwarded to the
PCOACO tor authorization to purchaze.

d)y Commmmucations will be 1 an wnzecure mode nnless commmication via encryvpted means
17 required. Initial zecure comimmiications will be coordinated with and provided by 1.5,
Ammy Corps of Engineers, Southwest Divizion (USACE SWD). It snztained secured
comimuucations ave requured, BRS will request that the PCOyY ACO provide encryption
devices or anthorize BRS to purchaze the requred equipment and sottware,

ey The BRS Project Manager or Commmnications Supervizor will coordinate with .S,
military and Host Nation agencies, ag appropiiate, to obtain requured radio fiequencies,

f) The BRS s Comummication Plan specities comimmuucations hardware, zottware, video
equipiment. power ontput and flrequencies by site (when avallable) required to establish
and maimtamn ettective commmiications connectivity. It alzo identities required
comimuucations stations and their anticipated locations, az well ag a Networkang Plan tor
m-theater comimumications and connectivity,

(£} BRS will determne the avallability of equipment and matenal-such ag telephone cable,
wire, and antennaz-and will procure supplies and equipiment from the closest feazible
location to Iraq. Sutficient munberz of commumcations perzonnel will be activated to
pertorm all comimumunications tagks,

4) Svstems and Procedures. BRS will use Host Nation exizting commmuncations 1t teazible
and affordable. Iftasked. BRS will operate radios in a zecure mode and will require
encryvption devices.

a) Upon Notice to Proceed (NTP), a comimmmnications architecture will be activated bazed on
thiz plan and a flvaway commumnications package and equipment list will be finalized.

I¥) Prior to or during the tmtial ftages of deploviment. BES will gather data relevant to Irag.
The data will mclude:
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(1) Approving agency tor radio fiequencies

(2) Existing comimmiications intraztructure

{3) Location of commumnications tacilities

{(4) Local buzimeszes that can azgzist or provide zervices and support

(3) Vulnerability of potential Host Nation commmmnuications tacilitier and equipiment to
destiuction by zabotage. severe weather or other conditions

(6) Frequencies avallable for uze and who will determine

(7) Frequency plan of U.S. Govermnent (to prevent frequency mterterence)
(8) Tvpe and fiequency range of Govermment Fuimished Equipment (GFE)
(9 Expected denzity of comimmications equipiment

(10) Potential zites to locate commmnication stations

(11) Lmes of commmication {for example. roads. rivers and auports) to tranzport
equipiment to mstallation sites

¢y Addittonally, BRS will determine the availability and license costz (1f any) of exizting
comimuications nodes and svstems i the Host Nation that are avatlable for nze, The
Comimmuucations Supervizor will evaluate the eftect the climate, weather. road networls
and other conmderations will have an etfect on commmucations.

d) The Communcations Supervigor will establizh coordimmation procedures with the
CENTCOM CiJ-6 and will bwmld a trequency matrix for Iraq outhinmng vse of trequencies
tor High Frequency (HF) radio. Very High Frequency (VHE) Radio, Ultta High
Frequency (UHF) radio and repeater frequencies. BES will ensure the plan includes
procedmes to obtamn fiequency clearances trom the Host Nation, regional governments,
or the U.S. Govenunent. The plan will mclude diagrams of comimuncations connectivity
tor theater communications to CONUS, BRS will deploy sutticient satellite terminals to
link the Advance Paity with the Houston Office.

) Sustainment Communications. It the Govenument comimumnication svstemn hag the capacty,
and the PCO/ACO approves, BRS will uze Govermment-mstalled zatellite and cellular
telephone svstems tor use between L OGCAP elementz, BRS will alzo ensme that
comimuucations to CONUS, a secme telephone, a FAX machine, and telephone are available
tor uze by PCOACO perronmnel 24 homs a dav, seven davs a weelo

b. Implied Tasks. Signal services are pertormed bazed npon priority. Emergency services are
Justified bazed upon logz or interruption of critical comimunication connectivity.
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c. Tasks to BRS Elements. Signal Services will provide Engimeer Section with muput on power
requirements for antennazrepeaters and Radio Frequency (RF) zenzor locationg that support
tracking of mtransit cargo.

d. Service Support to Supported BRS Elements.
(1) BRS will enzure that all communication/zignal equipment 13 gelected tor purchaze bazed upon

the zatiztaction of techical pertormance requirements and mimnmzed lite cvcle ownerslp
COMR.

(2) A BRS Communcation Specializt will coordinate access to frequencies and the inztallation of
mitial commuunications capabilitier upon arnval m the EVENT area. The Comimmnication
Specializt will azsmne responzibihty for signal services during the arnval of the maim body of
Contractor personnel wntil Signal Service tecluncians are hired and/or snbcontracted.
Comimercial communication and zignal services subcontractors, it avatlable, may be the
preterred choice to support the mstallation of cable, wire and antennas,

(3) Handheld VHF radios will be the primary mode of commmumnication mnong supervizors and
worling paity perzoimel doming the budd up period.

(4) Itrehable commercial or military telephone lines are not avatlable, at least one dedicated
telephone lme (via zatellite) will be egablizhed to support comimumication for requizitions and
critical logistics 1zsmes back to Houston,

(3) BRS can provide Information Management gervices to include:

A) Non-tactical Antomation.

by Commercial commmuiication svstems tor mtormation management purposes.

¢) Punting and publizhing operations/capabilities,

) Records management.

e} Video operations management (1.e.. video tele-conferencing (VTC) capabilities),

(6) Local nationalhost nation rezonrces, both hardware and persomnel. will be utihzed to the
extent that proves most advantageons to the govermment in order to provide the best
tlexibihty and capabihity at the lowest reagonable cost and secunity 11zl

(7) The skills retamed within the Signal Services Office will include sufficient jommeviman level
teclmicians and skilled spervizion to provide respongive support to the Forward Support

Area Bage Camps.

4. SERVICE SUPPORT. See Bazse PLAN,

5. COMMAND AND SIGNAL.
A, Command. See Baze PLAN and ANNEX A,
. Signal
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1) Telephone Communications. Host Nation telephone services, it available, will be uzed to
the maxiimun extent poszible. Telephone service may require extending drop off poimts and
cable pairs to the baze camp. Kev members of the Advance Paity will deplov with laptop
computers programined tor remote data capability.

2y Radio Communications. Portable (handheld) radios operating in the VHF range will be
utilized for mternal commumications witlin and i cloge proxunity to the baze camyp and all
EVENT Support Areaz. The Commmmnications Supervizor will program and reprograimm BRS
and Teamn LOGCAP radiog, az requuied. It required. BRS will uze HF 1adio to commmunicate
between the Support Areas and designated mobil vtz

3) Repeater Operations. BES 1z prepared to mstall repeater svetems tor local commuincations
m the EVENT area. If necezzary, BRS will inztall a svstem of linked repeaters to provide
comimuications between suppott areaz. BRS 13 prepared to provide a repeater trunking
svtem for sunultaneons commmuncations. Ifrepeaters are requured, they will have bacloyp
emergency power svstems or battery power. It teazible. BRS may lease a repeater gite or
repeaters. Otherwize, with U.S. Goverment approval, BRS will procwe necezzary equipiment
to establish a repeater zite. A local firm may then be hired to mstall and maimtain the
equipment and antennasz, or BRS may zelt pertorm these finnctionz. IfBRS 18 requested to
procure repeater equipiment, 1t will buy from the General Services Adminmistrator (GSA)
contract whenever poszible.

4) Satellite Communications. The advance paity will nmmediately begin staging the
mstallation of Hallibwton 2.4 Meter Digh Satellite Commumnications Paclkages to be nsed tor
Ingh capacity voice and high capacity data commmumnication from the tive EVENT baze camps
to BRS offices in Houston, Texaz, and Ardington, Virginia, Three baze camps will operate
external telephone and data commmumnications intermal commumnications will be viaa 312 meg
zatellite hnlk to ftacilitate voice and data. Two baze camps will operate external telephone
and data communicationsinternal commmnications will be via 236 meg zatellite links to
tacilitate voice and data.

a) Equipment. Radio Equpment Breakdown

(1) H.F. S8B base. Will conzist of one 130 watt mobile radio in a bagze
configmation with power supply, antomatic antenna tuner, SSB baze antenna, 50
of coax, 40" antenna mast with all neceszary hardware tor mstallation.

(2) H.F. S5B base. Will conzizt of one 1530 watt mobile radio mstalled m a velhicle
with a automatic antenna tuner, 96 mobile antenna whip with stamless ball base
and all necezzary hardwarte for mstallation.

(3) VHF repeater . Will conzist of one 110 watt repeater with 30° of coax, 40
antenna mazt, VHF baze antenna, battery baclaup, and all neceszary hardware tor
mstallation.

(4) VHF base station. Will conzizt of one 435 watt mobile 1adio in a baze station
contignration with power supply. 30° of coax, 40" antenna mast, VHF baze
antenna and all necezzary hardware for inztallation.
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(5) VHF mobile. Will congsizt of one 45 watt mobile radio installed in each vehicle
with one 53db gam antenna and all neceszary hardware tor mstallation.

(6) VHF handheld. Wil conzist of one 5 watt handheld radio with antenna, one
external speaker microphone, and two lugh capacity batteres.

(7) Handheld battery chargers. Will be of the z1x battery banlk kind and of
sutticient number to charge all batteries on the radios.

ACKNOWLEDGE:

e
BR.S PGM.

LOGCAP

OFFICIAL:

)  IBRSD/PGM

Appendix 1 BRES Satellite Comimumnications
Appendix 2 Signal Services
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APPENDIX 1 (BRS SATELLITE COMMUNICATIONS) to ANNEX H
(COMMUNICATIONS & INFORMATION MANAGEMENT) to LOGCAP
CONTINGENCY SUPPORT PLAN

REFERENCES. See ANNEX N, Appendix 4,

TIME ZONE USED THROUGHOUT THE PLAN. Iraq.
TASK ORGANIZATION. See ANNEX A,

1. SITUATION. SeeBaze PLAN.

2. MISSION. See Baze PLAN,

3. EXECUTION.

a. Scheme of Satdlite Support Operations. In support of the BRS Iraq Team. BRS will nze the
HalLink dedicated zatellite support operation. Owr experience supporting these tvpes of
deploviments thiough the vears has shown that one of the ciitical success factors 1z the ability to
extablizh commmications from Iraq with the customer, the planning ottice (PMO) and omr
suppliers and sub-contractors. In tlng wav, onr deploved team can convey and recelve mission
critical data in real time. It 18 not uncomimon to tind there 1z no readily available, rehiable
telecomimunications infrastiucture witlin the AOR. And, while owr customer nommally haz
establizshed a controlled military commmmications infragtiucture, the availlability of bandwidth that
can be zpared to the commercial needs of owr orgamzation i# limited or non-existent.

The Hallibwton companies have extensive experience in the utilization ot zatellite
telecomimmnications prumanly i the Ku-band and limited experience in C-band confignrations,
HalLink 13 a dedicated zatellite support operation consisting of dozens of svstems in Notth
America, Latin America, Africa, the Balkang, and witlun the forimer Soviet Union az well az oft-
ghore plattfoning and oceangomg veszels. Ow experience mcludes planning, contigmration,
deploviment. management. tuning, space allocation., licensing and de-comimizzionmng.

Hallibwmton operates our own Satellite Networlk Operations Center (SNOC) i our Houvston, T,
tacility to allow for around the clock tecliucal support to our deploved teams and operational
tacilities and to act az the hazon to the satellite zegment providers from whom we obtain
bandwidth and hcensing. Theze svstems allow us to quickly estabhish full service
telecomimunications tunctionality vittually anvwhere in the world m a matter of dave. We will be
limited only by transport. space zegment avallabihty and EVENT gite country licensing issues.

Thiz plattorm attords vs tlexible. seamless mterconnection mto ow corporate mtrastimcture or the
Internet az a whole. Az an integral component of onr overall IT mtiastincture, nzers are attorded
all the protections and zervices anch az viug scanning, tirewall, proxy access to internet. etc. of
those on traditional terrestiial links.

b. Components. The components tor omr standard svatem mclude a VertexR ST 2.4m Ku-band
antenna, Comtech 330T modem. Cizco 1720 router, Liebeit UPS zized to support all components,
and Clarent SDM-9400 access unit. We alzo, ag a standard practice. inztall a Motorola Tridimn
unit {zatellite phone) prumanly tor nze between the site and the Service Center tor azziztance with
deploviment/nstallation 1zzues, or m the rare event of a svstems tallure, to contact the Service
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Center tor azsigance. The Service Center can alzo use thiz connection to dial mto the svstem tor
diagnosticz, mamtenance and troubleshooting. Tlnz phone can be nsed in-theater tor emergency
cominmications by members of the team. as well.

c. Installation. The satellite svstem 1z packaged az a tiunley wmt. The mdustry standard quick
deplov model 1z capable of being azzembled: dizazzembled quickly by a two- or three-man tean
and packaged miugged tranzport cazes tor eazy upment utilizing commercial, chaiter or
military trangport. All necessary hardware, software, cables, manualz, traimning materials for
operatorz, etc. are mcluded. Bagic requirements are open gpace with hne of sight capability to the
zatelhte and a ready sapply of 110v power.

When the unit amrives at the final destination. it can be quickly azsembled. sited, and brought o
operation. There are complete, eazv-to-tollow 1mstructions with each unit for azgzembly. There
are no special tools required and all azzembly pointz, cables and plugs are clearly marked.
Depending on location, duration of deplovinent and envirommnental conditions, the muts can be
temporarily or permanently mounted. Complete specifications tor hold-downs and foundations
are avallable, HalLink Service Center perzonnel are alwave avallable to dizcuss the mstallations
and can ofter advice regarding securing the svstem m place.

The addition of a Motorola Iridimum wnit facilitates real-tine access to the Service Center for
azziztance during mstallation and aligimment. Thiz wnit 1z alzo contigmed to allow the Service
Center to dial mto the unit once it 13 powered up to perform diagnogics and upgrades.

All trattic connections are directly ronted to the satellite earth station in clogest proxumnity to the
ultimate destmation. For our inteinal traftic, this site 1z 1 the Honston metropolitan area.
Terrestiial hinks fiom the downhinlk site carry the trattic to owr SNOC where it paszes through an
external tirewall betore being linked ito our mternal backbone.

d. Implementation. Once the wit hag been properly mstalled and 1z transimitting and receiving a
zignal from the zatellite, the data and voice capabilities are brought on-lime. The signal paszes
trom the downlink point into our SNOC tlrough a firewall. The data and voice signals are
segregated and the data 12 then antomatically aggregated tlhrongh a ronter imto onr backbone
network. The voice trattic 13 dropped mto a Nortel telephone switch m owr facihity where they
receive dial tone. The zignal 13 constantly being monitored m owr SNOC and any anomahies ale
quickly noted and service techniciang azzigned to rezolve. The alarm levels azzigned to the
varrows metricy on the mutz vsnally resudt 1 onr SNOC personnel ruumng diagnostics and
making adpustments betore the problem becomes evident to the end nzers.

e¢.  Data Connectivity.

1) Basic Connectivity. To establizh data connectivity i Iraq, the installer simply plugs an
Ethernet cable from the PC mto the Imb vnit on the svstem. Owr standard computer
configmrationg mclade for a Common Ottice Enviromment (COE) which includes for
obtarning an IP address ntilizing DHCP through onr network. The router on thiz wnt 1
configured to supply IP addreszes. When mstalled m an enviromment where otfices are made
avallable to statt, a single connection i3 1un from the router on the outdoor vt mto the ottice
and either the onboard hub 1z relocated or a separate hubszwitch 1z installed to which all the
devices are then conmmected. Thiz includes tor PCg, printers, plotters, servers, etc.,

A
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All nzers on the link are then attorded the same accesg to svatems and rezomrces provided to
our emplovees worldwide — identical to those they have m ow permanent ottices.

2y Optional Services Available.
Our networls arclhitects can establizh lnnited accesz/lumited capability networl linlss to
organization: outzide the global network. These DMZ# tactlhitate a collaborative worlc
enviromment where perzonmnel from the linked orgamzations are able to access svstems and
applications without violating the mtegrty of their individnal network arclutectures,

To provide a higher level of zecunity of the hinlk, we have the ability to encrypt the signal at
the end ate betore transmmszzion. The signal can then either be mencrypted at the SNOC
betore being dropped directly into our global network backbone. or, m the caze of DMZ-
related tratiic destined tor a DMZ; the trattic will be paszed directly mto the DMZ tor
decryvption.

We alzo can aggregate gignal from multiple points of onigin at the EVENT zite and then
separate and distibute the traftic az needed at the SNOC. In this configmation., a portion of
the data bandwidth could be routed into a client office and the other portion routed into owr
otfice. The two links would be treated az two separate networks,

f. Voice Connectivity.

1) Basic Connectivity. The satellite unit 1z configied to provide analog voice gervices, In this
configuration, part of the bandwidih 1z allocated to up to twelve individual voice lines that are
routed into avoirce switch m our Houston tacihty that acts ag the pomt of origin for the callg
1 the public telephone network. These limes are then provided dial tone trom this switch —
thus they appear to originate within the Houston metropolitan dial plan. Likewize, all callz
outzide the Houston dial plan are treated as long diztance with an origination point ot
Honzton and arve billed at the low AT&T rates bazed on our large volwne dizcount contract.
Call detail 13 captured at the switch and automatically billed to the project. The detail records
are provided to the project accounting group to act az backup for mvoices, it required.

Thiz mnit 13 alzo configmred with an Option 11 PBX fiom which site personnel can establish
standard telephone capabihity m the offices, tranlers or warehouses. The analog phone limes
on the satellite circuit are connected to tlng PRX and are shared to uzers on the PBX. Some
of these lines can be zet axde tor dedicated FAX commmications it desired. Alzo, local
(EVENT gite) analog tiunks can be incorporated mto the PRX to provide direct local dial
accesz ag well. Call detad for long distance service throngh the Houston switch can be
captured and billed direct to the project or long diztance dialing can be restricted through this
switch. Iftluz choice iz made, nzers can continue to make long distance callz but will require
a valid telephone credit card to handle the billing.

2y Optional Services Available. BRS can provide a standard voice mail component that will
allow each vzer ot the syatem to captwe meszages resulting trom mzzed cally — thus redncing
overall costz by eltmmmating the need to call back.

It a large majority of callz from a zite will be directed to a specitic region of the world, we
have the tflexibility to configime all or a portion of the voice lines mto a zite witlin the region.
In cazer where we gplit the voice lines between multiple drop pointz, nsers at the site are able
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to chooge the pomnt of origin that 13 most clozely situated to the final call destination to obtam
the lowest 1ate.

A typical zcenario where thiz might play out 1z m the area of EVENT procurement where a
portion of the items procmed will be zourced 1n the UK region. EVENT procirement
perzonnel would be able to commmmicate divectly with buvers in onr Aberdeen, Scotland
tacility to procre equipment and materials tiom that region of the world and alzo
comimuncate with buvers i our planning ottfice i Hougton to acquire equipinent or materials
trom the U.S. All the telephone commumnications would flow diwectly through the zatellite
svatem to the two siter and be seen az local comimmunications — tlms without long distance
charges.

4, SERVICE SUPPORT. See Baze PLAN.
5 COMMAND AND SIGNAL. See Baze PL AN and tlhiz Annex.

ACKNOWLEDGE

TABR A (BRS Satellite Comimmuications Diagraim )
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TAB A (BRS SATELLITE COMMUNICATIONS DIAGRAM) to APPENDIX 1 (BRS
SATELLITE COMMUNICATIONS) to ANNEX H (COMMO/INFO MGT) LOGCAP
WHMSP

The tollowing diagram tllustrates BRS' planned deplovinent contignration.

TYPICAL INSTALLATION DIAGRAM
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APPENDIX 2 (SIGNAL SERVICES) to ANNEX H (COMMO/INFO MGT) to LOGCAP
CONTINGECY SUPPORT PLAN

REFERENCES. See ANNEX N. Appendix 4.,
TIME ZONE USED THROUGHOUT THE PLAN. Inaqg.
TASK ORGANIZATION. See ANNEX A,
1. SITUATION. See Baze PL AN and ANNEX B (Intelligence).
2. MISSION. See Baze PLAN.
3. EXECUTION.

a. scheme of Signal Support Operations. .

1) BRS will ensure that all communication/zignal equipment 13 selected tor purchasze bazed upon
the zatiztaction of techical pertormance requirements and mimnmzed lite cvcle ownerslup
COME,

2} A BRS Commmiication Specializt will coordinate access to frequencies and the installation of
mitial commuications capabilities npon arnval in Iraq. The Commmumcation Specialist will
asmmne responzibility for signal services dming the arnval of the main body of contractor
perzommel untll Signal Service tecliciany are lnred and/or subcontracted. Cominercial
comimuucation and signal services subcontractors, it available, will be the preferred choice to
suppott the mstallation of cable, wire and antennas.

3) Hand held telephoner or radiog will be the promary mode of commmucation mmnong
supervizors and working party persommel diming the build up penod.

4) TItfrehable commercial or military telephone lines are not available, at least one dedicated
telephone lime (via zatellite) will be exgablizhed to support comimuication for requizitions and
critical logistics 13:es,

3} The skills retamed within the Signal Services Office will include safficient jommeyviman level
teclmiciang and skilled spervizion to provide respongive support to the all baze camps.

b. Implied Tasks. Signal zervices are pertormed baged npon prionty. Emergency services are
ustitied bazed vpon Llosz or interruption of critical comimmuication connectivity.

c. Tasks to BRS Elements. Signal Services will provide Engineer Section with mput on power
requirements tor antennasrepeaters and Radio Frequency (RF) sensor locationg that support
tracking ot m trangit cargo.

4. MATERIAL AND SERVICES. See Baze PLAN and ANNEX H. BRS will provide telephone.
cable, wire, and/or antenna installation and: or repair, az required.
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5. COMMAND AND SIGNAL. See Base PLAN and ANNEX H.

ACKNOWLEDGE

" BRS PGM. LOGCAP

OFFICIAL:
'f IBRS D/PM

TARB A (Telephone Repair)
TAR B (Cable, Wire & Antenna Installation)
TAR C (Commmmuucation Networl Access)
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CONTINGENCY SUPPORT PLAN

TAB A (TELEPHONE REPAIR) to APPENDIX 2 (SIGNAL SERVICES) to ANNEX H
(COMMO/INFO MGT) to LOGCAP CONTINGENCY SUPPORT PLAN

1. PURPOSE. To provide intormation about Telephone Repanr operations in support of operations i
Iraq.

2. GENERAL. BRS, on order ot the Procuring Contract Otticer (PCO) or dexignated activity, provides
Telephone Repair tor BRS perzonnel suppoiting operations in Iraqg.

3. SPECIFIC.
A.  Scheme of Signal Support Operations. Repan tazle: include the tollowing;

(1) Pertorm wmt level mamtenance on cable and wire comimumnication svstems, to mclude Digital
Group Multiplexers (DGM), Remote Multiplexing Combiners (RMC), repeaters, restorenrs,
voltage protection devices, telephones, test stationg, termediate diztribution frames, and
related equipiment.

(2) Clear and matntain 1rights of way,

(3) Test circuits/groups to detect and locate line tanltz,

(4) Chimb polez, ag necezzary, and azziztz in the repair of cable and wire lines.

b. Implied Tasks. Repar Services are pertormed bazed npon priority. Emergency services are
Justified bazed upon logz or interruption of critical comimmication connectivity.

c. Tasks to BRS dements. Contractz and Procmrement Section hould ensmre that hand-held
telephones/radios required tor Iraq Fly Away kitz are a mix of purchaze and leaze and determine
gpecial-handling requirements to ensmre ettective commmuncation during early bwmld up at Irag
Ftes,
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TAB B (CABLE, WIRE & ANTENNA INSTALLATION) to APPENDIX 2 (SIGNAL
SERVICES) to ANNEX H (COMMO/INFO MGT) to LOGCAP CONTINGENCY
SUPPORT PLAN

1. PURFPOSE. To provide intormation about Cable, Wire, and Antennma. Installation operations m
support of operations 1n Irag.

2. GENERAL. BRS, on order of the Procuring Contract Officer (PCO) or designated activity, provides
cable. wire and antenna mstallation tor BRS perzonnel supporting operations in Irag.

3. SPECIFIC.
a. Scheme of Signal Support Operations. Installation tazks will mclude the following:
(1) Inztall cable and wire svstems, to include Dagital Group Multiplexers (DGM), Remote
Multiplexing Combiners (RMC). repeaters. voltage protection devices, telephones, test
stationz, wtermediate distribution frames, and related equpinent.

(2) Operate manual and motorized cable construction equipinent.

(3)y Mark lanes, dig trenches, and/or chunb poles ag neceszary in the conztiuction of tactical cable
and wire lines,

(4) Inztall, operate, and pertorn strapping, restrapping, Preventive Mamtenance Checks and
Services (PMCS), and wmt level matntenance on commmmication secmity (COMSEC)
devices.

b. Implied Tasks. Services are perforied bazed npon prionty. Emergency services are justitied
bazed upon logz or interruption of critical comimuuication connectivity,

c. Tasks to BRS dements. Signal Services will coordinate with the Engineer Section on power
requirements tor antennagrepeaters and locations,
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TAB C (COMMUNICATION NETWORK ACCESS) to APPENDIX 2 (SIGNAL
SERVICES) to ANNEX H (COMMO/INFO MGT) to LOGCAP CONTINGENCY
SUPPORT PLAN

1. PURFPOSE. To provide mntormation about Comummucation Networlk Access operations 1n support of
operations 1 Iragq.

2. GENERAL. ERS. on order of the Procmuing Contract Otticer (PCO) or dexgnated activity, provides
cormincation network access to BRS perzomel supporting operations in Iraq.

3. SPECIFIC.
a.  Scheme of Signal Support Operations. Networle Access tazsks mclude the tollowing:
1) Provide teclmical azsiztance to uzers m detimng theinr comimmmnications requilements,
2y Integrate zignal svstems and intormation networks (Local Area and Wide Area).
3y Troubleshoot and azzizst nzers with the establizlunent of zignal support svstems.
4y  Allocate and manage tfrequencies to optinize commmuication availability.

) Coordinate commmmication fiequencies with military and civiliam (Host Nation)
COMNINTUIC AtLONS OTZ AN ZAtl o118,

b. Security. BRSrelies on the contidentiality, mtegrity, and availability ot itz computing.
networking, and data rezomrces to meet itormational requirements i all areas of ity buziness.
BES Intormation Teclmoelogy (IT) Secwity defines, momtors., inplements, and talkes corrective
action to ensure an appropiiate level of information svstems zecurity for all antomated
mntormation handlers (including mamtiame computers, mini compiters, perzonal computers,
laptops, perzonal digital asmstantz (PDAg), word proceszors, terminalz, and network
components). BRS IT management will establizh procedures tor the reporting ot mtormation
svatems zecurity breaches, mcluding smzpected violations and/or zecnrity compromizes. Methods
of enswming data integrity mclude the following:

1) All computing devices will be phvaically protected and kept in a zecure enviromment.
Corporate and Client data, whether m printed form. magnetic tape, dizk. or other format will
be protected trom unanthornzed dizcloswre and malicious or accidental abuze.

2y A Busmess Continmty and/or Dizaster Recovery Plan will be put 1 place to ensmre that BRS
can contmne to do business should ow anmtomated svatems become mnavatlable for an
extended period of tine,

3y Comnectivity to Hallibuiton computing devices and networks will be lunited to thoze methods
and procedmes approved by BRS IT Secunity. Connectivity to any non-Hallibmton network
trom Halliboaton's network and/or computing devices munst nze authorized methods and
appropuiate IT zecurity controls.
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Security gmdance will be provided by the consulting tirin Predictive Svitems and reference
to generally accepted IT business practices and standards such az ISO 17799,

4y  Authorized nzer access to compnting devices, networls, data, programg, and/or mtormation
databazes me controlled to lumit access to only neceszary rezomces. Access to the computing
aystem 12 controlled through assigned vzer 1dentifications and passwords.

) Puvileges azzociated with a svstem accesz code (e.g.. access to anly specitic online svstems)
ghall be aszigned only as required.

6) All computing devices with the capability to log-on to the networlc/internet will generate a
log of uger activities that occur on the svstem. The logs are retained in accordance with BRS
data retention policies and protected from accidental and/or mtentional modification or
destiuction.

7) Remote access to the Hallibwmton networls and rezomrces will be vzed only when fixed, -
place data commmunications links are not feazible. When remote accesz methods are
emploved, ftrong (two-tactor anthentication) security measures will be talken. Only methods
anthorized by BRS IT Security tor remote access to Hallibwton computing rezowmces ghall be
used.

c. Implied Tasks. BRS Signal Services will identity power requurements tor antennas/repeaters and
locations.
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